' What is HITRUST?

HITRUST stands for the
Health Information Trust Alliance.

® It helps organizations from all
sectors—but especially
healthcare—effectively manage data, n 4 ’

W

information risk, and compliance. A &
® HITRUST certification by the HITRUST 'ﬂ.
Alliance enables vendors and covered 4
entities to demonstrate compliance to ~
HIPAA requirements based on a n
standardized framework s

® In order to meet HITRUST certification
standards, the entire Cone Health
workforce must read and acknowledge
the Policies and Procedures listed in this

module



IMPORTANT

In this presentation
There is a slide for each of the policy
statements and procedures. A link will
be provided for each procedure.

Please review each slide and know how
to access these individual policies and
procedures.

There will be a quiz at the end of this

presentation.
@




Information Technology Acceptable Use

Policy Statement:

Cone Health’s employees/contractors will perform their job
responsibilities in an ethical, professional, and secure manner
that does not jeopardize the confidentiality, integrity, and
availability of covered information; put Cone Health workforce,
customers, or patients at risk of harm; or bring about reputation
or legal damage to the organization.

Procedure Link:

Information Technology Acceptable Use Procedure
(conehealth.com)



https://www.conehealth.com/app/files/public/6d2805f4-3a3e-474f-a549-8c1a05c39cf4/HITRUST%20Policies/Information%20Technology%20Acceptable%20Use%20Procedure.pdf
https://www.conehealth.com/app/files/public/6d2805f4-3a3e-474f-a549-8c1a05c39cf4/HITRUST%20Policies/Information%20Technology%20Acceptable%20Use%20Procedure.pdf

Personal Device Use

Policy Statement:

Cone Health will ensure personally owned devices used for
work-related purposes are subject to the same security
requirements and organizationally owned assets.

Procedure Link:

Personal Device Use Procedure (conehealth.com)



https://www.conehealth.com/app/files/public/9ad1a263-98fe-4ab8-b9d6-bb569911363b/HITRUST%20Policies/Personal%20Device%20Use%20Procedure.pdf

Breach Notification
Policy Statement:
This policy defines a breach pursuant to the HIPAA Privacy Rule
and provides guidance pertaining to the steps team members

and affiliates of Cone Health should take in the event they
become aware of a breach.

Procedure Link:

Breach Notification (conehealth.com)



../../HITrust/Breach Notification.docx
https://www.conehealth.com/app/files/public/d369675a-25ad-4a83-9432-12f13c6dac3f/HITRUST%20Policies/Breach%20Notification.pdf

I Contingency Plan Management

Policy Statement:

Cone Health will continue to provide ongoing services during
natural, environmental, man-made and technology related
disruptions.

Procedure Link:

Contingency Plan Management Procedure (conehealth.com)



https://www.conehealth.com/app/files/public/1c822c08-26c9-444a-9fc7-7600dddd083a/HITRUST%20Policies/Contingency%20Plan%20Management%20Procedure.pdf

. Data Classification and Handling

Policy Statement:

Cone Health will identify and assign a unique classification and
associated handling instructions to each data/information type
the organization owns or is entrusted with.

Procedure Link:

Data Classification and Handling Procedure (conehealth.com)



https://www.conehealth.com/app/files/public/7cee8710-215e-4578-be64-9752a27b7ab6/HITRUST%20Policies/Data%20Classification%20and%20Handling%20Procedure.pdf

. Disposal of Covered Information

Policy Statement:

Cone Health will dispose of hard copy covered information in a
secure and accountable manner.

Procedure Link:

Disposal of Covered Information Procedure (conehealth.com)



https://www.conehealth.com/app/files/public/6172c5a0-9a78-41b2-8c7b-917de7e545d2/HITRUST%20Policies/Disposal%20of%20Covered%20Information%20Procedure.pdf

.!acility and Environmental Security Management

Policy Statement:

Cone Health will implement and maintain physical security over
areas requiring strict access control for the purpose of safety,
security, and privacy requirements.

Procedure Link:

Facility and Environmental Security Management Procedure
(conehealth.com)



https://www.conehealth.com/app/files/public/448bb10f-8428-4dfb-8b34-2e2176a9494e/HITRUST%20Policies/Facility%20and%20Environmental%20Security%20Management%20Procedure.pdf
https://www.conehealth.com/app/files/public/448bb10f-8428-4dfb-8b34-2e2176a9494e/HITRUST%20Policies/Facility%20and%20Environmental%20Security%20Management%20Procedure.pdf

. Information Security Training and Awareness

Policy Statement:

Cone Health will maintain a formal information security training
and awareness program.

Procedure Link:

Information Security Training and Awareness
Procedure (conehealth.com)



https://www.conehealth.com/app/files/public/29e98ecb-405d-4fbc-b719-28db4ac22422/HITRUST%20Policies/Information%20Security%20Training%20and%20Awareness%20Procedure.pdf
https://www.conehealth.com/app/files/public/29e98ecb-405d-4fbc-b719-28db4ac22422/HITRUST%20Policies/Information%20Security%20Training%20and%20Awareness%20Procedure.pdf

Information and Technology Services

This Policy document contains 28 policy statements with
corresponding Policies or Procedures.
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Policy Statement:

Cone Health Information and
Technolo%y Services is committed to the
security of ITS assets, personnel, and
infrastructure. This requires policies and
procedures that enable Cone Health to
meet the high standards of HITRUST
certification. Information Technology

Acceptable Use Procedure



https://www.conehealth.com/app/files/public/6d2805f4-3a3e-474f-a549-8c1a05c39cf4/HITRUST%20Policies/Information%20Technology%20Acceptable%20Use%20Procedure.pdf
https://www.conehealth.com/app/files/public/6d2805f4-3a3e-474f-a549-8c1a05c39cf4/HITRUST%20Policies/Information%20Technology%20Acceptable%20Use%20Procedure.pdf
https://www.conehealth.com/app/files/public/6d2805f4-3a3e-474f-a549-8c1a05c39cf4/HITRUST%20Policies/Information%20Technology%20Acceptable%20Use%20Procedure.pdf

HITRUST Attestation for Information and Technology
Services at Cone Health

Svudent Hame First-andLast-Mame"

Enterschool-name

* 2 8elect student type in drop down. If your type is not listed, please use the text box

Thank you!

Select-Anesthesia-orPhysicianAssistant,-OR-complete-Other{below)

Cthes (please smecify)

Ctbe=r (please

Pleasetype-one:-MNP-PMHNP,-SRMNA, -or-Midwife"

Please complete survey link
(as illustrated on the right)

3. Nursing Students, please select school. All other students go directly to #4.

() Graduate Nursing Program (nat required to select () Nerth Carali
schoal)

(O Alamance Cormmunity Callegs

() Appalaching State University

https://www.surveymonkey.com/r/DXBT5V2

() Aweres: Univecsity
D Aandolph Commauity Collage

(0 Rockingham Community Callege

Please let your Cone liaison (Katina Blackwell-Mitchell)
know you have completed the task.

() Winston-Salem Seate University

4. [ hereby attest that [ have reviewed and am aware of the Information and Technology
Services nine statements and procedures. [ received a copy of these policies and procedures
and [ am able to ask my clinical coordinator any questions or concerns inregards to
HITRUST.

O lAgres Selectl-Agree-and-SUBMITY
(O) I Dizagres



https://www.surveymonkey.com/r/DXBT5V2
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